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“ MyHealth@EU” 

User Guide for Physicians 

https://www.neha.org.cy 



This guide is intended for Healthcare Professionals, and specifically for physicians who use the 

National Contact Point for eHealth Portal, in order to access the Cross-Border eHealth Services. 
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Use of the NCPeH Portal 

Main Steps: 

If the user has a verified profile on Cy Login and has enabled two-factor authentication 

(2FA), they can log in directly to the NCPeH portal. In all other cases, the user is 

considered new and must follow the steps outlined below. 

User Registration / Two-Factor Authentication 

After logging into the Government Internet Security Gateway (Gov.cy), select “Health” 

from the list of e-Services. You will then see the option “Εlectronic Cross-Border 

Healthcare Services.” 

By selecting this option, you will be directed to the platform National Contact Point for 

eHealth (NCPeH).  

 

Figure 1:National Contact Point for eHealth Portal 

 

 



Upon the user’s transition to the cross-border healthcare platform, re-entry of login 

credentials will be required in order to access the available services. 

 

Figure 2: Login to the Provider’s Portal 

 

 

Access to the National Contact Point for eHealth (NCPeH) is carried out through secure 

identification and authentication via the government web portal Gov.cy. The account on the portal 

constitutes a secure, personal digital account that provides access to various electronic services 

of the Republic of Cyprus. 
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Figure 3: CY Login. Please enter your credentials. 

 

Detailed instructions for creating an account on the Gov.cy portal, as well as for managing your 

personal profile, can be found at the following link on the official government website. 

 

https://cge.cyprus.gov.cy/cyloginregistration/register 

Figure 4:Official Government Website 

 

 

 

https://cge.cyprus.gov.cy/cyloginregistration/register


 

 

 
Figure 5: Guidelines for new users 
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Figure 6: Instructions for Creating a «Cy Login» Account. 

 

 

Figure 7: Access Management – “User Roles” & “Digital Certificate Issuance” 

 



If you are a new user, once you have completed the creation and authentication of your 

profile on CYLogin, the next necessary step is to enable Two-Factor Authentication (2FA). 

Enabling Two-Factor Authentication significantly enhances the security of your account, 

as it adds an additional layer of protection beyond the password. 

To enable Two-Factor Authentication (2FA) on your CYLogin account, first visit the official 

website https://cylogin.gov.cy and log in with your credentials. Once you have accessed 

the system, go to your profile, usually located in the top right corner of the screen, and 

select 'Settings' or 'Security Settings.' In this section, you will see the option 'Two-Factor 

Authentication (2FA).' Select the corresponding option to initiate the activation process. 

You will then be prompted to enter your mobile phone number. Immediately afterward, 

you will receive a One-Time Password (OTP) via SMS, which you must enter in the 

designated field on the screen to complete the verification and activation process. 

 

Next, you will be asked to select the method by which you would like to receive the 

second factor for verification. The CYLogin service recommends using an authenticator 

app, as it provides a higher level of security. The two suggested options are Google 

Authenticator or Microsoft Authenticator.  

https://cylogin.gov.cy/
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Alternatively, you may choose to receive the code via SMS on your mobile phone. While 

both methods are acceptable, using an authenticator app is considered more secure and 

reliable for protecting your account. 

When using an authenticator app, a QR code will appear on your screen. Open the app 

on your mobile device and scan the QR code. If you are unable to scan it, you can enter 

the code manually. The app will generate a six-digit security code, which you must enter 

into CYLogin to confirm activation. If you choose SMS as your verification method, you 

must enter your mobile phone number and verify it by entering the One-Time Password 

(OTP) you receive via SMS. 

Once you have correctly entered the six-digit code, click 'Confirm' or 'Complete.' If 

everything has been done correctly, a message confirming the successful activation of 

Two-Factor Authentication will appear 

 

Figure 8:CY Login page. How to enable Two-Factor Authentication. 

  



 

Figure 9: CY Login page. Send a verification code to a valid phone number. 

 

Figure 10: CY Login page. Enter the 6-digit code you received on your phone. 

 

Figure 11: CY Login page. Choose an authentication method. 
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Figure 12: CY Login page. Configure Authenticator. 

 

Figure 13 : CY Login page. Two-factor authentication enabled. 

 



 

Once the default login process is completed, if you do not have access to the 

authenticator app, the CYLogin system provides alternative methods to proceed with 

your authentication. Upon signing in, you will be asked to choose one of the available 

alternative access methods in order to verify your identity. The available options are 

using a Recovery Code or receiving a code via SMS. The CYLogin system strongly 

recommends using Recovery Codes, especially in cases where access to the 

authenticator app is not possible. 

 

  

 

Figure 14 : CY Login page. Choose a backup method. 

 

 

Figure 15: CY Login page. Change or disable Two-factor authentication. 
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Access Management 

 

Figure 16: Selecting “Providers’ Portal”. 

Upon logging into the NCP system, the physician must issue and download the Digital 

Certificate, which can only be stored on the specific computer where the login took 

place. This certificate is valid for two years and is required to ensure secure access to 

citizens’ data from other participating countries, within the framework of the cross-

border operation of the NCP through Cyprus’s NCPeH (National Contact Point for 

eHealth). 



 
Figure 17: Selecting a Digital Certificate. 

 

 

 
Figure 18: Provider Portal Login Screen 

 

Depending on the operating system of your computer (Windows or macOS), you should 
follow the corresponding recommended procedure. 
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Digital Certificate Installation Guide 

 
Figure 19: Login Interface for Healthcare Professionals on the Registry Portal 

 

 
Figure 20: Instructions for Installing the Digital Certificate for Cross-Border eHealth Services 

 



 
Figure 21: Generating a New Digital Certificate 

 

 
Figure 22: Delivery of the Digital Certificate Installation Code to the User’s Mobile Device via SMS 

 

 
Figure 23: Digital Certificate Successfully Downloaded 
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Figure 24: Selection of the Installation Guide Based on the User’s Operating System 

 

Digital Certificate Installation Process on MacOS  

1. Locate and open the application “Keychain Access” either by using Spotlight Search or 

by navigating to Applications > Utilities in Finder. 

 Note: In newer versions of macOS, such as macOS Sequoia, when you try to open the Keychain 

Access application, the system may first launch the Passwords app and display a message with 

options. In this case, select “Open Keychain Access” to proceed to the correct application. 

 In this case, we select 'Open Keychain Access' to proceed to the correct application. 

2. In the pop-up window that will appear with title "Manage your passwords” in “System 

Settings", click on the "Open Keychain Access" button. 

3. While you are in the application "Keychain Access", navigate to the menu bar and click 

on File > Import Items. 

4. Click the “Show Options” button. 

5. Under “Destination Keychain” drop down, select “System”. 

6. Locate and select the .pfx file that you just downloaded from the NCP platform. 

Note: Most likely to be found in “Downloads”. 

7. Click “Open”. 

8. Enter your user account password and click “Modify Keychain”. 



Note: This won’t be needed, in case you entered your credentials while the 

application was launched. 

9. Enter the password you received on your mobile phone when you requested a new 

certificate. 

10. Click “Ok” button. 

11. Enter your user account password and click “Modify Keychain”. 

12. Locate and select the certificate in the “System list”. 

13. Navigate to File > Get Info. To navigate to “Get Info” you can either use the menu bar 

or right click on the file .pfx. 

14. Expand the “Trust” section. 

15. Under the field “When using this certificate” drop down select “Always Trust”. 

16. Close the window and re-enter your user account password to save changes. 

17. Click “Update Settings” for changes to be applied. 

18. Navigate to File > Close to close the “Keychain Access” window. 

Installation on Windows 

1. Find your new certificate file and double click on it.  

2. Select Current User and click “Next” 

3. Browse to certificate file.  

4. Change the file type *X.509 Certificate (*.cer, *.crt) σε Personal Information Exchange 

(*.pfx, *. p12).  

5. Select the certificate file and click “Open”.  

6. Click «Next».  
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7. Enter the password you received on your mobile phone when you requested a new 

certificate.  

8. Deselect Enable strong private key protection.   

9. Click «Next».  

10. Select Automatically select the certificate store on the type of certificate and click 

“Next”. 

11. Click «Finish».  

12. Click “OK” to close the import was successful message. 

 
Figure 25: Digital Certificate Successfully Installed 

 



 
Figure 26: Digital Certificate Installation Failed 
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Access to the National Contact Point 

Upon logging into the Portal, you have the option to indicate whether the citizen you are 

assisting is a Cypriot national. In this case, you may proceed with creating or updating 

the Patient Summary (PSA), as well as issuing an Electronic Prescription (EP), depending 

on the purpose of the visit and the context of care provision. 

If the individual is a citizen of another European country, you may proceed with retrieving 

their Patient Summary (PSB). 

 

 

Figure 27: National Contact Point Portal – Home Page 
Select “National Citizen” or “European Citizen.” 

  



Provision of Services by Physicians 

Patient Summary 

Creation of a Patient Summary (PS) 

The Patient Summary (PS) is created for Cypriot citizens who plan to travel to countries 

within the European Union and wish to have access to Cross-Border eHealth Services. 

The purpose of this process is to ensure that, in the event of a medical emergency during 

travel, healthcare professionals in other EU member states can have immediate and 

secure access to the citizen’s essential medical information. The Patient Summary is 

made available to healthcare providers in EU countries and can be used directly if 

medical care is required during the citizen’s stay abroad. It is essential to inform the 

citizen that their health data will be processed in the country of travel. 

The citizen visits their Personal Doctor and informs them of their intention to travel 

abroad. Once the doctor completes the identification and authentication process as a 

user within the National Contact Point system, they proceed with the creation and 

submission of the Patient Summary (PS). A prerequisite for creating and/or updating the 

PS is the citizen’s consent. This consent is provided through the entry by the doctor of a 

One-Time Password (OTP), which the citizen receives on their mobile phone.  

Next, once the doctor has logged into the system, they follow the procedure below: 

• The doctor searches for the patient using their ID card (ADT or ARC) and date of birth, 

• The doctor is prompted to enter the One-Time Password (OTP) sent by the NCP 

system to the patient, 

• From the available options “View / Edit”, the doctor selects “Edit.” 

• An intermediate page is then displayed, asking the doctor to acknowledge that they 

will be the author of the Patient Summary (PS). This step applies if the doctor has not 

previously edited data for this patient or if the patient’s PS does not already exist, 

• The doctor gains access to add/edit or create the Patient Summary (PS), 
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• The doctor either saves or discards entry. If neither action is taken, the data is 

automatically deleted after 24 hours. 

 

Figure 28: First Entry of Citizen Data for Patient Summary Creation or Electronic Prescription Issuance 

 

 
 

Figure 29: Searching for a patient requires the physician or pharmacist to input the identity card number and date 
of birth. 

 

 
Figure 30: Input of the One-Time Password (OTP)  

 

 



 
Figure 31: Menu of Cross-Border Electronic Health Services 

 

 
Figure 32: Patient Summary Preview. 

 

 

Figure 33: Physician’s Declaration of Acceptance for the Legal Issuance of the Patient Summary Health Record. 
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Figure 34: Creating/Editing the Patient Summary Health Record 

 

 

 

Figure 35: Confirmation of the “Save” Action 

 



Contents of the Patient Summary 

The data included in the Patient Summary (PS) are as follows: 

• Data of the doctors who provide medical information in the patient’s PS: 

i) Identification details: full name, unique identifiers 

ii) Contact details: work/clinic address, mobile phone number 

iii) Professional details: specialty, registration number 

• Patient Data 

According to the current setup, the patient’s medical data is entered manually by the 

personal doctor. The ultimate goal and next stage is the automation of the data collection 

process for the Patient Summary through integration with other source 

systems/databases — medical data via the GESY platform, and demographic data 

through integration with the Civil Registry and Migration Department database. 

The same procedure applies when the patient wishes to update their Patient Summary 

(PS). The doctor chosen by the patient will be authenticated through the process 

described above and, using the patient’s demographic information and OTP, will locate 

the existing Patient Summary in the system. The doctor will then modify or update it as 

needed by selecting “Update Patient Summary. 

As mentioned above, in order to create or update the Patient Summary (PS), the doctor 

must, in addition to the patient’s ID/ARC number and date of birth, also enter the One-

Time Password (OTP) sent by the NCP system to the patient at that moment. This process 

ensures that: 

I.No Patient Summaries (PSs) are created or updated without the patient’s 

knowledge or consent, and 

II.The Patient Summary is created or updated only by the doctors selected by the 

patient. 
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Data Security and Privacy 

The Patient Summaries (PS) will be stored in the system in encrypted form, and access 

will be granted only after entering the One-Time Password (OTP) sent by the system to 

the registered phone number. 

The privacy and security of the information are ensured through the following encryption 

mechanisms and hashing algorithms: 

1. The NCP does not store the citizen’s identification data within the system. Instead, it 

stores a hash identifier generated from the document type, document number, the 

person’s date of birth, and an alphanumeric value securely registered in the system. 

These data are irreversible. 

2. The patients’ medical data are stored in encrypted form using symmetric encryption 

(AES-256). The decryption key is protected in such a way that it cannot be shared with the 

application programming interface (API) that accesses the encrypted data, unless a valid 

One-Time Password (OTP) for the specific patient (hash identifier) is provided. In that 

case, the decryption key is retrieved from the secure keystore and temporarily loaded 

into memory to decrypt the data. 

Therefore, no one (including the officers of the NCP) has access to or can decrypt the 

data without the unique One-Time Password (OTP). 

The procedure described above ensures the data subject’s right of access in accordance 

with Article 15 of the GDPR. In this way, each patient will have access to their own Patient 

Summary, prescriptions, and other related documents contained within the NCPeH 

(beneficiary portal) through their account on the “GOV.CY” web portal. 

The patient will be able to receive notifications regarding the creation or update of their 

Patient Summary, access by healthcare professionals to their record, requests 

submitted by the National Contact Point (NCP) of another Member State for its retrieval, 

as well as the transmission of the record to the corresponding NCP of that Member State. 



 

It is noted that these notifications will be sent via SMS to the phone number registered 

during the creation of the Patient Summary. 

Regarding the retention period, it is ensured that Patient Summaries will be retained for 

15 years from the date of the last update and will then be automatically deleted, unless 

the patient requests their deletion earlier. It should also be noted that Patient Summaries 

of citizens traveling from other EU countries are not stored under any circumstances. 

Retrieval of the Patient Summary of an EU Patient/Citizen – Patient 

Summary B (PS B) 

A citizen insured in another EU member state who is currently in Cyprus visits a doctor 

and informs them that their Patient Summary exists in their home country’s cross-

border eHealth system. All doctors in Cyprus have the ability to retrieve the patient’s 

medical summary using the NCPeH CY application, after first being authenticated 

through the government portal Gov.cy. 

 

Figure 36: Selection of the "European Citizen" button 
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Figure 37: Selection of the European Citizen’s Country Eligible for Cross-Border Services. 

 

The doctor accessing the NCPeH application selects the cross-border functionality on 

the platform, indicating that they will operate as an NCPB. They then select the patient’s 

country and submit a request to retrieve the Patient Summary (PS B) of the EU 

patient/citizen, after entering the patient’s unique identifiers, as defined by each 

member state for NCP purposes. 

 

Figure 38: Enter the European Citizen Identification Method. 

 



 

Through the cross-border portal of NCPeH CY, the request is forwarded to the system of 

the patient’s home and insurance country, from which the Patient Summary (PS B) is 

retrieved in XML and PDF formats. The files containing the Patient Summary (PS B) are 

transferred directly to the doctor’s computer without being stored on the central 

infrastructure of the NCPeH. 

The doctor does not have the ability to edit the patient’s data and can only view it for 
NCP purposes.  

 
Figure 39: Patient Summary 
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ePrescription 

The treating/prescribing doctor or healthcare provider in Cyprus logs into the NCPeH CY 

application, selects the cross-border e-prescription (eP) functionality, and issues a 

prescription by creating an electronic prescription. 

 

Figure 40: New Electronic Prescription. 

 



 

Figure 41: Electronic Prescriptions History. 

A similar procedure is followed as when creating/updating the Patient Summary (PS), as 

described below: 

• The doctor searches for the patient using their ID/ARC number and date of birth. 

• The doctor is prompted to enter the One-Time Password (OTP) sent by the NCP 

system. 

• The patient’s prescription history is displayed, showing which prescriptions are 

active or inactive. 

• The doctor selects “Create New Electronic Prescription.” 

• The doctor gains access to enter the new electronic prescription. 

• The doctor either saves or discards the prescription. 
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The selection of medicines will be made from a predefined list of drugs with specific 

codes that are standardized at the European level, as provided by the pharmaceutical 

authorities. These codes refer not to the brand but to active substances, dosage forms, 

etc.During the electronic prescription process, specific rules and restrictions are 

applied. The system allows only one medicine per prescription, meaning that multiple 

medicines require separate prescriptions. The treating doctor should be aware that: 

A medicine legally prescribed in Cyprus as part of the official pharmaceutical list may be 

classified as prohibited or controlled in another European country. In particular, for 

controlled substances (e.g., opioids, sedatives, psychotropic drugs), legislation can vary 

significantly between EU member states. If a doctor in Cyprus issues an electronic 

prescription for a controlled substance: 

The patient is responsible for ensuring that the medicine is permitted in the destination 

country and that the prescription can be legally dispensed in accordance with that 

country’s legislation. 

The cross-border prescription is stored locally within the NCPeH CY infrastructure for 

retrieval by a pharmacist in another EU member state who is authorized to dispense it. 

At the same time, it is always printed and signed as required by the applicable national 

law.When the prescription is dispensed abroad (eDispensation/eD), the information is 

returned to the system via the respective cross-border system of the member state 

where it was executed and recorded in the NCPeH CY database, ensuring that the 

dispensation is tracked in the cross-border system. 



Frequently Asked Questions (FAQ) 

Frequently Asked Questions for Doctors Practicing in Cyprus 

Do doctors in the destination country automatically have access to the 

patient’s health data? Do doctors need to report or inform that their 

patient is traveling? 

Authorized Healthcare Professionals in the 

destination country can access a patient’s health 

data only if the data are available for cross-border 

electronic health services. In some countries, 

citizens are required to give explicit consent, while in 

others, cross-border electronic health data 

exchange may be permitted by law and does not require any action from the patient. In 

any case, pharmacists and doctors in the treatment country can access a patient’s 

health data only if it has been made available for cross-border electronic exchange by the 

country of residence. Additionally, in some destination countries, doctors and 

pharmacists may need the foreign patient to sign an additional privacy statement to 

comply with local legislation and be authorized to process the patient’s data. Doctors in 

the country of residence should, depending on the member state, inform their patients 

about the possibility of making their health data available for cross-border electronic 

health services when they travel. This can be done either through personal guidance by 

the doctor or via access to a national health portal. It is not necessary to declare that the 

patient will travel. National portals differ from country to country, so doctors should 

check the information provided by their national contact point for eHealth regarding 

communication and availability of cross-border electronic health services. If they have 

not received training or guidance, they should contact their national contact point for 

eHealth to obtain the necessary information. 

In which language should I write the electronic prescription? 

You must enter the prescription in the language of your country of residence. When the 

patient requests medication in the country of travel, the pharmacist will receive the 

prescription both in the original language and in the language of the destination country. 
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The translation is performed automatically through the underlying digital infrastructure, 

facilitating the pharmacist’s understanding and execution of the prescription.  

What information is included in the Patient Summary? 

• Warnings and Allergies 

• Medical History (vaccinations, past health issues, surgeries performed more 

than six months ago) 

• Current Medical Condition (ongoing health issues, medical devices and 

implants, current medications, treatment recommendations, surgeries within 

the last six months) 

• Social History 

• Pregnancy History (if relevant) 

• Physical Findings 

• Diagnostic Tests 

It is not mandatory for all this information to be available. This means that there may be 

cases where only part of the data is accessible. For example, if certain information is not 

present in the electronic systems or cannot be translated into the language of the 

destination country, it may not be available. In addition, there may be specific details 

missing for the patient (e.g., allergies), which could make the Patient Summary partially 

inaccurate or incomplete. 

Refer to the training provided by your National Contact Point for eHealth on how to read 

the information in the Patient Summary. If you have not received training, please contact 

your National Contact Point for eHealth to obtain the necessary guidance.  



Frequently Asked Questions for Doctors Practicing in Another EU 

Country 

How can I verify the identity of a European patient before accessing 

their Patient Summary? 

Each country has specified the types of identification 

documents a patient may present when requesting a cross-

border electronic health service (Patient Summary or 

Electronic Prescription). As healthcare professionals, it is 

essential to consult the National Contact Point for eHealth 

(NCPeH) of the country from which the prescription or Patient Summary originates. 

Patient identity verification is done through the presentation of the appropriate 

identification document. Using the NCPeH web portal, you select the country of issuance 

of the European citizen’s Patient Summary and are informed about the required 

documents and necessary details needed to search for the patient. 

How can I access the Patient Summary of a European patient? 

Once you have authenticated via the Gov.cy portal and verified the patient’s identity, you 

can request access to the patient’s data provided by the underlying digital infrastructure 

by entering the patient’s unique identifiers, as defined by each member state for NCP 

purposes. Before accessing the European patient’s Patient Summary, it is necessary to 

inform the patient that their health data will not be processed in Cyprus. 

If access to the patient’s Patient Summary is not possible, an error message will appear 

with clear information about the reason. One common reason is that the patient did not 

request their Patient Summary before leaving their country of permanent residence. In 

such cases, you should advise the patient to contact their doctor upon returning to their 

home country to continue their usual care. 
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In which language will the Patient Summary be accessible? What if it is 

in a language the doctor does not speak and the patient needs urgent 

care? 

When a doctor accesses the Patient Summary, they will receive the information both in 

the patient’s language and in their own language. The underlying digital infrastructure 

automatically handles the translation. However, some information may be missing from 

the Patient Summary if it is not available in the patient’s home country or could not be 

translated. If, for any reason, the doctor cannot understand the information in the Patient 

Summary, they should follow the usual procedures for patient care, as they would 

normally, without relying solely on the Patient Summary. 

What happens when a patient is in an emergency and urgent medical 

care is needed, but their health data are not up to date? Who is 

responsible? 

In case of an emergency, if access to the Patient Summary is not possible because the 

patient’s data are unavailable (for example, if the patient forgot to provide authorization 

in their home country before departure), emergency services will provide the best 

possible medical care even without access to the patient’s health information. If any 

issue arises from the care provided, the responsibility lies with the country where the 

treatment is delivered. 

How will a foreign patient pay for the healthcare received? 

If an EU citizen receives necessary healthcare using the European Health Insurance Card 

(EHIC), the same charges and payment procedures apply as for insured citizens of the 

country providing the care. If it is not possible to use the EHIC or the S2 form (pre-

authorization form), patients must pay upfront and can request reimbursement once 

they return to their home country.



(*) References: 

European Commission – “My Health in the EU” (Digital exchange of electronic 

prescriptions and Patient Summaries) 

#DigitalHealth, ec.europa.eu/health/ehealth/digital_health_en 

 

 


